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DEPARTMENT OF DEFENSE 1. THE REOUIREM£.NTS OF THE DOD INDUSTRIAL SECURITY MANUAL 

CONTRACT SECURITY CLASSIFICATION SPECIFICATION APPLY TO ALL SECURITY ASPECTS OF THIS TOp 
EFFORT. THE FACILITY CLEot.RANCE REQUIRED IS: Secret 

2. 3. CONTRACT NUMBER OR OTHER 4. !. THIS SPECIFICATION IS:. 
THIS SPECIFICATION IDENTIFICATION NUMBER DATE TO BE 

IS FOR: (Prime tOOnlracla mual be ahown COMPLETED (See ''NOTE., kfo,.,, lilt.., b 01 c Ia "X'd"', 

lor ell ..,bcontracla) (Eat/mated) al•o enter dale for_ Item a) .. .. PRIME' CONTRACT NUMBER .. .. DATE 

X PRIME CONTR.O,CT MDA908-81-C-9004 82APR05 ORICOINAL. (Complete 81APRo6 date in ell caaea) 

b. IUBCONTRACT(Uu item b. FIRST TIER IUI!ICONTRACT NO. b. !b· PIE VISED ,,I"'EVIIION DATE 
15 lor aubeonlractlnll 

(euperaedea NO. 
81AUG21 be)'ond aecond 1./er) X :~ .. ~~1tJ:n:... 1 

c. REQUEST FOR BID. c. IDENTIFICATION NUMBER c. DUE DATE c. DATE 
I'IEOUEST FOR PROPOSAl. FINAL 
OR REO FOR QUOTATION 

6 . Ia this •.f!'llo~:on. eoptract.? cX:J Ye.•- 0No. If YES, complete the followlnc: 

•. ~DA903-8]-C-0292 b. c, Accountability for clauUied material on praeedlnc contract 

PRECEDINCO CONTRACT NUMI!IER DATE COMPLETED . 
lll•· CJ I• not, tr811aferred to thh follow-on tOontrat't. 

7a. b. c. Name, Addreaa a. Zip Code of Cocnlzant Sectrlty OUicl' Name, Addre as a. Zip Code or Prime Contractor * FSC Number 

SRI International DCASR Los Angeles, ATTN: Directorate o~ 
333 Ravenswood Ave fndU.strial Se~"ll!'ity_, 11999_S.La Cienga 
Menlo Park. CA Blvd_ •. ~ Los An.geles, CA 90oll5 -··· 

8a. Name, Addreas & Zip Code of Firat Tier Subcontractor * b. FSC Number c. Name, Addreao & Zip Code of Coenlzant Security Ofllce 

-

9a. }111me, Address & Zip Code of Second Tier Subcontractor, or b. FSC Number c. Name, Addreu & Zip Code of Cocnl&ant Securlly Office 

facility au<tclated with JFB, RFP OR RFQ * 

• 9.'hen actual perfonnance Is at a location other than that specified, ldentlf)• such other 'locatoon an Item IS • 

tO a. o .. n~ra! id~ntificatlnn or th~ Procur•ment for which thla specification 11pplles b. -DoDAAD-Number ol Procuranc Actavily 

S&T Intelligence Study/Analysis identilied In Item !6ci. 

c. Are there additional aecurlty require menu established In :accordance with paracraph 1-114 or 1-115, ISR? ov .. IXJ No. Jf YES, identlly the 

pertinent contractual documents In Item 15. 

d. Ar~ any elements of this contract out aide the !napection reaponslbillly of the cocnlzant security office? 0Yeo CXJ No. Jf YES, explain in 

Item IS and identify specific: arf"al or elements. 

11. ACCESS REOUIREM!.NTS YES NO ACCESS REOUIREMENTS (Continued) YES NO 

a. · Accen to Classified Information Only at other j. Acceu to SENSITIVE COMPARTMENTED INFORMATION. X 
c:ontr•etor/Government •ctivities. X k. Acc:en to other Special Access Procram information 

b. Receipt of classified documents or other .material 
(Speclty In item 15). X 

for rel~re-nc• t)ftl}• (nc., 'eneraflnn). X I, Access to u. S. clanlrted Information outalde the u. S. 
P811ama Canal Zone, Puerto Rico, tJ, S, Possessions X 

c. Rece lpt and ceneratlon of etas slfied document• X and Truat Territories, 
or other material. 

m. Defense Documentation Center or Defense information 

d. Fabrication/ModifiC'atlon/Stora~<' of cla11lfled hardware. X Analysh Center Services may be requested. X 
e. Graphic ar11 aervlc:e• only. "' n, Clanlfled ADP proceninf, w111 be involved. X 
r. Acceu to_ JPO Information. X o. REMARKS: 

I· Access to RESTRICTED DATA. ~ DOD DIR 5200.17 
h. Access to classLiled COMSEC information. X 
I. Cryptorraphlc Acce•• Authorization required. X DOD DIR 5200.1R 
12. Refer all queatlons pertoilnln& to contract aecurity claaslflcatlon apeel!lcatlon to the official named below (NORMALLY, U.ru .AC'O (item ltle); 

EMERGENCY, direct with written record of inqulr)' and raeponee to ACO) (thru prime contractor tor aubcontracra). 

a. The c:lassllicatlon euld.,ce contained In thil apectrlcat}on and attachments referenced herein I• complete and adequate. 

b. ther c. Activity name, address, Zip Code, talephone number .nd office aymbol 

Defense Intelligence Agency 
SG1 .. ATIN: DT-lA vo;;t'u "J u ~I.. I.VI 0 t..t: WI .;II.. 11"' I. I I -n;-c:ITJlJ 

W;~c:.hinn+'"'"" n r ')n"ln, SG1 Technical l~tilligenc~crPnc· I l Defense nte· ioPncP ~v A 

~ Orl~inal Specification (Item 5a) Ia authorlt)' for contractor• to marie claaall/ on• (ltema 5b and e)'ara 
authority for contractor• to remark the reQrader! claea/1/ed information. Such acllona by contractor• ahatl be talcan In accordlfl'lee .,.,th the provlaiona 
of the lnduetrial Securlt)' Manual. 

Do FORM 254 
1 JAN 78 

Armroved For Release 2003/09/10: CIA-RDP96-00792R000100140065-1 
.lf"t11TION OF I APR 71 1$ OBSOLETE. ALSO REPLACES DO FORM 254c W!iiCH IS OBSOLETE 

~~·::.: 

ii-:::: ....... 
t•••• ...... , ..... 

i:..:::-. 

~:::: 



I 

·. ·. 
! 

Approved FotR.~Iease 2003/09/10: CIA-RDP96-00792~0100140065-1 .. '• 

13a. Information pertainlna to c:laaalfl•d c:ontra.,t& or prGje.,ta, ev•n thou~:h au<'h Information Ia conaldered unclaaalfled, ahall not be releaaed for public 
dineminatlon eacotp! a1 pro\•ided by the lnduatrlal S.curlty Manual (pMqraph So a'ld Appandllt IX). 

b. Propoaea public releaaea ahall be submitted for approval prior to releaae I::J Dlract : CJ Thtouch (Specify): 

Public Release of SCI is not Authorized. 
to the Directorate For FreO'dom of Information and Security Review, Office of the Aaaiatant S.cretary or Defen .. (Public Allalta) • for review 1n 
accordance with paraaraph So of !hot lnduatrlal Security Manual. ' 

• In the e••• of non•DoD U«"r A.f.,nc/ea, aee footnotot ,.,,.~raph So lndurtr/al Secur/lv Manual. 

14. Security Claalllricatlon Spotc lficatlons for thia aollchatlon 'contract are Identified below ("X" applic~le bolt(ea) ..,d aupply attachment a aa re9J/rad), 
Any narrative or claaalficallon 1ulde(a) lurnlahed ahall be annotated or have lnloMDatlon appended to clearly and praci .. Jy Identify each element or 
Wormatlon which requirea • elaulficatlon. When • claaaiflcatlon 1uide la utilized, that rortion of the 1uide(a) pertalnlna to the apeclflc contractual 
ellort may be extracted and fumlahed the contractor. When • total 1ulde(a) Is utilized, each Individual portion of the 1ulde(a) which pertain& to the 
contractual errort ahall be clearly ldentlfh•d In lttrm l4b. The lollowlnl Information muat be provided for Pach Item of claaalfled inlonnatlon Identified 
In an extract or 1uide: 
(I) Cate1ory of claaallleatlon. (11) Date or event for declaaaiflcatlon or review for declaaatricatlon, and (1U) The date or •vent tor down1radln1 
(If appllc~le), 

. The official named In Jte"' 12b, ls reaponalble for furniahln& the contractor cop!•• of all 1uidea end ehan1e1 therotto that are made a part of thia 
ap•ciflcatlon. CJa•~ilied Information may be attached or furniahed under aeparate co•er. 

0 a. A completed narrative la.(J) 0 attached, or (2) IXJ tranamltted Wider aeparate conr and -d• a part of thla apeclflcation. 

0 b. The followin& cla .. lfication aulde(s) II made a part of this apeclflcation and Ia (l) 0 attached, or (2) 0 tranamitted under ..,parate 
cover. (Liet fuldea under Item 15 or In .., attachment by title, reference number and date). 

0 c. S.rvice-type contract/aubcontract. (Specify lnet,.;cflone In accordance with ISR/ISM, aa IIPPfOprfale,). 

. 

0 d, ''X" only If this Ia a final apeclflcatlon and Item 6 Ia a ''NO" anaw•r. ln reaponae to the contractor'• requeat dated-------­

retentlon or the identified clanlfled material. 11 authorized for a period of----------

0 e. Annual review of this DD Form 254 Ia required. If "X'd", provide date aueh review Ia due: 

IS. Remark& (Whenever po•alble, llluerrate proper claealfication, declaa.tflcalion, end If applicable, downfredin' lnatrvctlonel. 
a. This contract requires access to SCI. The Defense Intelligence Agency has exclusive 
security responsibility for such information released to the contractor or developed 
under this contract. DIAM 50-5 provides the necessary guidenace for physical, personnel 
and information security measures and is a part of the security specifications for this 
contract. DCASR is relieved of responsibility for all SCI material or information 
released to the cbntractor under this contract. 
b. foreign national 
access to 
Contra.ct. 

classified 
employees of the Contractor or subcontractor(s) are not authorized 
information resulting from or use in the performance of this 

c. The 
rec.eipt 
to work 

Contractor shall notify the COTR 
of the contract of the following 
on this contract. 

( 1) 
(2) 
(3) 

Name 
Date and Place of Birth 
Social Security Number 

in writing no later than five (5) days after 
information regarding the individuals assigned 

(SEE CONTINUATION SHEET) 

16a. ·contract S.curlty Claaalficatlon Speclfleatlona for Subcontract• inuln& from thil contract will be approved by the Office named In llem 16e below, or 
by the prime contractor, ea authorized. Thio Contract Security Claaallication Specification and attachmento referenced herein are approved by the Veer 
A1aney Contractlftl Officotr or hio Representative named In Item J6b below. 

REQUIRED DISTRIBUTION: 

[Jl Prltne Contrac~r (Item 7a) 

IS[] Coanlzant Security Otrlce (Item 7c) 

IKJ Admlnlatratlve .·contr•etlnl Office (Item l6e) 

[X] Quality Aaaurance Repraaentatlve 

0 Subcontractor (Item •a) 

00 Co1nlzant Security Otflce (Item •e) 

0 Prop am/Project Manqer (Item J2b) 

O v. S, Activity Reaponaible for Overaeaa S.curlty Adminlatratlon 

ADDITIONAL DISTRIBUTION: 

D 
D 

D 
----"" 

• 

··~=-~~~~~-r-.~~--------------~ 
Defens~~lli~~ Agency 
The Pentagon, RSS 
Washington, D.C. 20301 

e. Name, IK!dreaa and Zip Code of Admlnlatratlve Contractin1 Office 

DCASMA San Francisco 
1250 Bayhill Drive 
.SA.n 'Q.,.,,.,"' CA.-~~-- ,.,. .. ,,.,.,.~ .. ,.., . ...,,,.... ....... 
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DO Form 254 (Continued) 

(4) Certification of clearance investigation and clearance, 
. date clearance granted,.· and name of agency granting clearance. 

c. Final classification of the information generated under this 
eontract is the responsibility of DIA 1(DT-1A). Information generated 
under this eontract is subject to the guidelines contained in DoD 
Regulation 5200.1R, dated 2 November 1978, which implements EO 12065 
which became effective 1 December 1978. Technical reports classified 
as high as TOP SECRET SI/SAO will be provided the Contractor by DIA 
and other DoD activities, and other DoD contractors for use in 
connection with this Contract. These reports may be retained for t.he 
duratien of this ~ontract unless no longer needed. Upon termination of 
this tontract, the reports shall be returned to the sender (if required) 
or destroyed in accordance with current security regulations. If these 
documents are to be retained beyond the ending date of this eontract, 
written justification must be forwarded to and authorization given by 
the eontracting Officer. 

e. All copies of final documents generated by the contractor 
under this Contract will be transmitted to DIA (DT-lA) for 
dissemination to the Grill Flame Committee. No other distribution 
is authorized. 

f. Use of the ARFCOS system is required. 
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